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FROM 


SUBJECT: 


4-650 (Rev. 10-6-64) 
OPTIONAL FORM NO. 10 

MAY 1962 EDITION 

GSA GEN. REG. NO. 27 


UNITED STATES GOVERNMENT 


Memorandum 


snie= 106 


BUREAU SOURCE #3 ~- URUGUAY 


Bufile: 65-54414 


DATE: 11-25-64 


= 


Tolson 
Belmont 
Mohr 

DeLoach 


Trotter 
Tele. Room 
Holmes 
Gandy 


The above captioned file is presently maintained in the Special 


File Room of the Records Branch, Files and Communications Division. 


You 


are requested to have the substantive supervisor, responsible for this 
matter, review the file to determine if it is necessary to continue to 
maintain the file in the Special File Room, or whether it may be returned 
The appropriate notation should be made on 
this memorandum which should be returned to the Filing. Unit, Room 1113 IB. 
This memorandum will be filed in the case file to record the action taken 


to the regular file sequence. 


in connection with this review. 
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4-650 (Rev, 5-1-62) 
OPTIONAL FoRM NO. 10 


) 
UNITED STATES GOVERNMENT 


Memorandum, ye 


FROM : WT. Se urs lf 
$ 


© 
SUBJECT: BUREAU SOURCE #3 - URUGUAY 
BUFILE 65~54414 


TO : MR. CONRAD DATE: 5-15-62 Sullivan 


) Tolson 


Belmont 
Mohr 

Callahan ———_—_. 
Conrad 
DeLoach 
Evans _—___,. 
Malone 


Tavel 
Trotter 
Tele. Room 
Holmes 
Gandy 


The above captioned file is presently maintained in the Special 
File Room of the Records Branch, Files and Communieations Division. You 
are requested to have the substantive supervisor, responsible for this 
matter, review the file to determine if it is necessary to continue to 
maintain the file in the Special File Room, or whether it may be returned 
to the regular file sequence. The appropriate notation should be made on 
this memorandum which should be returned to the Filing Unit, Room 1113 IB. 
This memorandum will be filed in the case file to record the action taken 


in connection with this review. 


fT. Harbo dated 


S F. Downing to Ur. Rk. 
8-15-52, for (1) previous authorization to 
maintain this frie tn the Special File Room, (2) restrictions on 


charging out this file and (3) approval required before infornation 


contained herein can be disseminated outside the Bureau. b3 
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MR. PARSONS November 17, 1958 


a C. F. DOWNING 


CRYPTANALYSIS~TRANSLATION SECTION 
ADMINISTRATIVE 


Attached is a list of diplomatic intercepts presently being 
maintained in Records Section storage. These intercepts are no longer 
of any value to th! Bureaus. Serine ey” 
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RECOMMENDATION: | N\ 
That the intercepts listed in attachment be destroyed. In 

the event this recommendation is approved, arrangements will be made j 

by the Cryptanalysis—Translation Section to have this material ree ay 


moved from storage and burned. 
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DATE Os-05-2021 .. on , et; > ana a b6 


§@ b7C 
Office Meniindun - UNITED. STATES GOVERNMENT | 
a - ‘ P 
. TO. oo: Mr. Re B Harbo : DALE: october 21, 1949 
ua 20. Be Downing” 
sr ang section 2 (0) 
Administrative 
| Oe “Attached ts an inventory of mmbeptan stay than intercept 
which has been placéd in dead. storage and retained fOr ‘analytical 
purposes at, some future antes (0) b3 
b7E 
FECOMMENDATION: 
“It is recommended that the following items be transferred - wl 
to ‘the appropriate administrative eee : ww 
“Country File # Type of Meterial a 
NS 
Material. removed from Laboratory , | 
files. '- " 
a“ Material removed from Laboratory 
yy files. “ 
Material removed from Laboratory A. 
Y) files ; ar aor \ 
erial removed from Laboratory “Yy 
as. : . 
It is leacthar recommended that all other’ items on the 
_ attabhed list be destroyed provided this action meets with the ‘3 
approval of the Security Divi latter's attention, however, \S 


is invited to which pertains to the case 


entitled bs 
0) b7E 4 

a 

el 

me 

fe 

a 

wi = 
al 

; 3 
. a os 
% § 


sf) : . ear a 
OL serene! fprentic F 


MR ORMALON sf GoNTATINED ey Ibe ay af Cif G0) 
BECLASS 2A, te : . wT RECORDED 


.  . 8 FEB 3 1950 


at a) Py! 


COUNTRY Gens # 


ALL INOREETYE CONTAINED Sample 


record 
Sampis 
Ssmple 

Sample 


Semple 
Sample 
recerd 
Sample 


Sample 
record 


‘TYPE OF MATERIAL @ 


@ fualysis record sheets, worksheets and 
PS¥message Logs. 

TEM: runs , worksheets and message logs. 
IPM runs. 


ARG 

. Worksheets. 

Worksheets» : 

.4/ TEM runs, worksheets and message logs. 
yjMaterial removed from Laboratory files. 

Sample messages and worksheets. 


"Worksheets. 


fee 
Sample messages and worksheets AS 


Worksheets and message record sheets 


ENCLOSURE: 


fie sae c On 


MESSARES , Morkeheete and mess 
sheets. 

messages 

messages and worksheets. 


BBe 


messages and message record sheets. 
tT . 

messages 

messages, worksheets and message 


Sheets. 


messages and worksheets. 
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COUNTRY FILE TYPE OF MATERIAL 


Semple messages and message record sheets 
Sample messages 
. Semple messages and worksheets 


SD Wg 
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100-349903 IBM runs, worksheets, analysis record 
; sheets and message logs. 


Material removed from Laboratory files. 
Worksheets : 


Material removed from Laboratory files. 
Message record sheets 


IBM runs. 


Daa cards, IBM runs, worksheets, analysis 
reoord sheets and message logs. 


Message Logs. 
Message logs. 


al 

oe sards, worksheets and message Logs. 
IBM rungs, worksheets and message logs. 

100~352502 | Worksheets : 


Material removed from Laboratory files. 
TEM runs, worksheets, analysis record 
sheets and message logs. 

65-54h her 


Uruguay oeeahaees and message logs. 
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BM runs, worksheets and message logs. 


IRM runs, worksheets, analysis record 
sheets and message Logs. 


Worksheets and message record sheets. 
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STANDARD FORM NO. G4 e | | ~S 
Office Mem _ UW + UNITED STAIHS GOVERNMENT 


ing. “00 : MR. TAD 0) te DATE January 6, 1945 
; FROM : §, S, Ald fi ‘ht / — Sei oe 
ip : i. xr Cofteywy 
supject:“RUGUAYAN D DIPLOMATrC CODE eee \ is tas 


The State Department, according + 


RECOMMENDATION: 


In view of the fact that this information may be of some value to the 
Cryptographic Section of the Laboratory, it is suggested that this memorandum be 
submitted to that section for informational purposes. 
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TO + MR, D. M,. LADD DATE: 


% DECEMBER 27, 1945 


\’ prom oo: MR. C. H, CARSON 


SUBJECT: DIPLOMATIC CODES 


Although interest in decodes of diplomatic messages has declined 
because of the end of the war and the lack of espionage and related similar 
information, there is no question as to the value of decoding other nations! 
diplomatic messages in connection with general intelligence coverage. It is 
understood that the Bureau's Cryptographic Section has ceased working on vari- 
ous diplomatic coded messages, many of which we had been able to decode during 
the war period. In spite of the end of the war, the State Department naturally 

j ig still greatly interested in any information that can be obtained from diplo~ 


. matic sources through decodes of messages or other aise, in view of the tense i 


ternational and local political situations which prevail all over the world, and 
in view of the numerous international conferences which are being held or con= 
templated, including Pan American conferences confined to the Western Hemisphere 


Obviously, in connection with our SIS coverage, every means must be 
exhausted in the testern Hemisphere to obtain all possible information regarding 


‘ - the intentions, plans and moves of other governments. It would appear essential 


‘ 


A field, so that this means of obtaining information may be used when urgently - 


the diplomatic messages of at least some nations, There of course would be times 
when it would be of outatnading importance to endeavor to secure information from 
the diplomatic messages such as when a Pan American conference is held or a crisis 
develops betwoen the United States and a Latin American nation such as now exists 
with Argentina, Unless continuing attention, however, is given to diplomatic ; 
codes which are changed frequently we would not be in aposition to decode the 
‘messages at a critieal time; in other words, continuing attention must be given 
to cryptanalytic effortea in order to keep abreast of current developments in the 


4f we are to obtain a complete coverage in this field, that we endeavor to decode ~* 
i 


needed. ee 


‘ It would be of outstanding importance if it were possible to obtain é 
decodes of the Russian, Spanish and French Governments on messages sent to their 
embassies in the Western Hemisphere, because these nations appear to be the chief 


threat to the United States prestige and influence in Latin America, and are more 


“ likely to resort to subversive tactics, 


In South America it would appear that we should endeavor to constantly 
keep up with cryptanalytic developments in the more important nations, which of 
‘ course are of outstanding interest to the United States Government. The principal 
. mations in this category would be Argentina, which incidentally presents the 
gravest problem in Western Hemisphere solidarity at present; Brazil, the largest 


‘and most powerful of the abatin American nations; and Mexico and Cuba, both of 


which countries are in proximity to the United States, are large and influentiel 
in Latin America, and developments in which are of outstanding interest tous. .. 


aaconpeD “A d= SY 7 — 
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they exercise, The other countries of Latin Amsrica are relatively small and 
uninportant«. 


It is belicved that the messages transmitted from the foreign offices 
of the countries enumerated as important in Latin America to the embassies in 
Washington would be easily obtainable and would be of importance and provide 
sufficicnt material for the Cryptanalytic Section to successfully work on codes, 


RECOMMENDATION 


It is recommended that the Cryptanalysis Section of the Laboratory 
work on the diplometic messages of the French, Spanish and 2ussians, which are 
transmitted to the Latin American countries, It is also recommended that the 
Laboratory work on at least the messages of the more important countries of 
Latin America, that is, Argentina, Brazil, Mexico, and Cuba, and that if at 
all possible this work be extended to other countries in the following order: 


Uruguay 
Chile 
Coloniba 
Venezuela 
Poru 
Eeuador 


It is also recommended that the Washington Field Office be instructed 
to endeavor to make arrangements to obtain copies of the diplomatic messages ex» 
changed between the embassies of these same countries here and their respective 
foreipn offices, in order thet they can be worked on by the Cryptanalytic Section. 
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BAG, Vvashington Januaty 7, 1946 
John Edgar Hoover, Director, Feleral curenu of Investigation 
Diplonatic Code Negsazes. 
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The Bureau desives thet in addition to copies of Spanish, Argentine 
and Yugoslav Diplonetia meseages which you axe presently sesizting through 
your contacts in the several cable companies, you miso cake an effort to .cbe 
tein copies of mosseces of tue folicriug covermiecntes Russia, France, Cexiao, 
Cuba, Erasil, Uruguay, Chile, Colombia, Venuzvela, Veru and Counters 


The security Division by mancorandum dated Lecosher 27, 1945, under 
oaption "Diplomatia Codes", requested cayptanalvei« work in thaws cased. ) 
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March 5, 1946 


MEMORANDUM LABORATORY REPORT 
Re: b7E 


Bureau File 
if ? < ; 

The following information ‘goncerning the specimens listed 
hereinafter, in connection with the above-entitled matter, is being 
sot forth as a matter of record. 


[ies A work mepert reflecting 


f the countries 3. atera pe and 

several of South America, 

Q6 & file containing number-code telegraphic messages 
Suanating from: 

Q7 «A Lelder mark 
containing many number-eode telegraphic mess Some 
are partly in nuaber-code and pa 
language. Still others contain 
in leonghand above seme of the n 
results of someone's decoding efforts. 


vw 


Specimen Q5 is # work report, apparently compiled in 1927, 
reflecting progress wade in "breaking" codes of varieus comtries b7E | 
during the past three years. The countries whose cedes are discussed 
are: England, Chile, Mexico, Ecuader, Portugal, Colombia, Belivia, 

@eru, Uruguay, Brazil, Spain and Argentina. 


Specimen Q6 is & file containing number-code telegraphic 
messages emanating from Buenos Aires during the period 1923 threugh 
1926. Plain text valwes have been written in above a few of the groups. 


pecimen Q7 is a folder narked|_—————scontaining 
re toerncote telegraphic messages sent during the early part 
of 1924. Plain text values have been written in over mmy of the groups 
and some messages appear to be entirely decoded, / H t 4 


Specimens 95, 96 and Q7 are attached hereto fer inclusion in 
the Administrative Kiles and no copies are being retained in the 
Laboratory. 
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ee tet e 6 L-40 
FEDERAL BUREAU OF INVESTIGATIO 
UNITED STATES DEPARTMENT OF JUSTICE 
Laboratory Work Sheet PARORAT Oy ae COPY 
RECORDED nem ne re 
1-18-46 ELE TE CORY 
Re: URUGUAYAN DIPLOMATIC CODE File # 65-54414 
Lab. # CRiEEe-cG 
972% 
Examination requested by: Bureau {WFO) 
Date of reference communication: Intercept Date received: 1-37.46 
ms 


Examination requested: Crypt. 


Result of Examination: Examination by: Lowman 


/ i b7E 
Y : % Ys 


Specimens submitted for examination 


Qcl Photostatic copy of a cablegram addr: | L 


intercepted on December 10, 84m 1945, 


yo 


d 
L-40 
@ FEDERAL BUREAU OF cwemsean 


UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


RECORDED 


24-46 


Re URUGUAYAN DIPLOMATIC CODE 


Examination requested by: Bureau (WFO) 
Date of reference communication: Intercepts 
Examination requested: Crypt. 


Result of Examination: 


LABORATORY FILE COPY 


File #6554414 
Lab. #CREABS-EEGG 
SIT7A 


Date received: 2.41.46 
ms 


Examination by: Lowman 
eorejuc 


b7E 
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Specimens submitted for examination 


a 


Qc2 Photostatic copy of one radiogram adres 


intercepted on December 18, 1945. 


Qe3 Photostatic copy of one radiogram addr: a 


intercepted on December 17, 1945. 


FEDERAL BUREAU OF INVESTIGATION 
UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


"RECORDED ~~ LABORATORY FILE COFY 
Qui 2-46 


Re: URUGUAYAN DIPLOMATIC CODE File #65=#54414 
Lab. #CR9811-GG 


Examination requested by: pyrean (WFO) 


Date of reference communication: Intercepts 
Date received: 2.33.46 


Examination requested: Crypt. ms 
Result of Examination: Examination by: Lowman 
; Cink 
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Specimens submitted for examination 
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Qc4 Photostatic copy of one radiogram ader:[ s—s—s—isdY 
intercepted on December 26, 1945, 
Qc5 Photostatic copy of one radiogram ear:[ 


intercepted on December 26, 1945. 


ie 


Re: URUGUAYAN DIPLOMATIC CODE 


Examination reyuested by: 


Date of reference communication: 


S L-40 
FEDERAL BUREAU OF INVESTIGATION 
UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


LABORATORY FILE eDpy 


RECORDED 
2=13=46 


File #65-54414 
Lab. # CR9821GG 


Bureau (WFO) 


Intercept 
Date received: 2.12-46 
Examination requested: Crypt. - ms 
Result of Examination: Examination by: Lowman 
Rn eevee, fi] r% 
H J b7E 


Qc6 


Qc7 


Photostatic copy of one radiogram ce | 
intercepted on December 27, 1945, 

Photostatic copy of one message ader:[ 
intercepted on Dec. 28, 1945. 


4 FEDERAL BUREAU OF ere, A 


UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


RECORDED 
3=8-46 


Re: URUGUAYAN DIPLOMATIC CODE 


Examination reyuested by: Bureau (®FO) 
Date of reference communication: Intercepts 
Examination requested:  Orypt. 


Result of Examination: 


co! . ee 


LABORATORY FILE copy 


File # 65=54414 
Lab. #CR9924~GG 


Date received: 3—4=46 
ms 


Examination by: Lowman 
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pecimens submitted for examination 


eR 


Qcel2 Photostatic copies of two messages addr: 
intercepted on January 18, 1946. 
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FEDERAL BUREAU OF INVESTI rm 


UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


RECORDED 
3~6-46 


Re: URUGUAYAN DIPLOMATIC CODE 


Examination reyuested by: Bureau (WFO) 
Date of reference communication: Intercepts 
Examination requested: Crypt. 


Result of Examination: 


LABORATORY Fite Cory 
Ad) yy 
WY M0tvan a, 


File # 65=54414 
Lab. # CR9900-GG 


Date received: 3-1+46 
ms 


Examination by: Lowman 


Conk 
8/7/46 


b7E 


Specimens submitted for examination 


Qecll Photostatic copy of one message addrf 


intercepted on January 17, 1946. 


FEDERAL BUREAU OF eer. 


UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


RECORDED 
51-46 


Re: URUGUAYAN DIPLOMATIC CODE 


Examination reyuested by: Bureau (WFO) 
Date of reference communication: Intercept 
Examination requested: Crypte 
Result of Examination: 
Papert, 


File # 65-54414 
Lab. # GR9880-GG 


Date received: 2.28.46 
ms 


Examination by: Lowman 
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Specimens submitted for examination 


1O 


eh 


intercepted on February 27, 1946 


e FEDERAL BUREAU OF ovasorett ox 
UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


cory 
RECORDED 3-1~46 aon HE 


Re: URUGUAYAN DIPLOMATIC CODE File #65-54414 
Lab. # CR9879-GG 


Examination reyuested by: Bureau (WFO) 


Date of reference communication: Intercepts Date received: 2.27.46 


ms 
Examination requested: Crypt. 

Result of Examination: Examination by: Lowman 
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Specimens submitted for examination 


ear 


Qc Photostatic copy of ome message adar:e[ sid 
g intercepted on January 11, 1946. 

Qé& Photostatic copy of one message adref 
intercepted on January 14, 1946. 


@ FEDERAL BUREAU OF een 
UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


RECORDED 

3-15-46 LABORATORY FILE COPY 
Re: URUGUAYAN DIPLOMATIC CODE Pile # 6554414 

Lab. # CR9966-GG 
Examination reyuested by: Bureau (WFO) 
Date of reference communication: Intercents Date received: 313-46 ‘ 
ms 

Examination requested: Crypt. 
Result of Examination: Examination by: Lowman 


"i Arcee Cpe 46 
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Gehan Tae Specimens submitted for examination 


Qcl3 Photostatic copy of one message 7 
intercepted on January 29, 1946. 


. ; L-40 
Lo ® FEDERAL BUREAU OF cwvesnrca es 
~-- 8 UNITED STATES DEPARTMENT OF JUSTICE econ 
con FF G 
Laboratory Work Sheet ok 
RECORDED 
3-21-46 
Re: URUGUAYAN DIPLOMATIC CODE File # 65=54414 


Lab. # CGR1LOOO4~GG 


Examination requested by: Bureau (WFO) 
a 


Date of reference communication: Intercepts Date received: 3-20-46 
ms 
Examination requested: Crypt. 
Result of Examination: Examination by: Lowman 
3 : ves 
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Sfecimens submitted for examination 


Qcl? Photostatic copies of two radiograms adders 
intercepted on February 9 and 12, 1946. 
Qcl8 Photostatic copy of one message addr:[ 


intercepted on February 13, 1946, 


. 6 FEDERAL BUREAU OF wvestrosfeon 
moos UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 
' RECORDED 


3+21-46 


File # 65~e54414 


Re: URUGUAYAN DIPLOMATIC CODE Lab. # 0R9997=GG 


Examination reyuested by: Bureau (WFO) 


Date of reference communication: Intercepts Date received: 3-19 16 


Examination requested: Crypt. ms 


Result of Examination: Examination by: Lowman 
1 s 3 21/: 
Ne Anton dee 
Specimens submitted for examination 


Qcl5 Photostatic copies of two radiograms cr 
intercepted on February 7 and 8, 1946. 

Qcl6 Photostatic copy of one message addrsf 
intercepted on February 7, 1946. 


bTE 
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. FEDERAL BUREAU OF INVESTIGATION 
te ee UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


RECORDED 
3=20~26 
LABORATORY FILE CDH? 
Re: URUGUAYAN DIPLOMATIC CODE File i Oa 


Examination reyuested by: Bureau (VFO) 


Date of reference communication: Intercepts Date received: 3~14=46 
ms 


Examination requested: Crypt. 


Examination by :Lowman 


Cryo 
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Specimeris submitted for examination 


Result of Examination: 


Qcl4 Photostatic copies of two messages addre[ | 
intercepted on February 2, 1946. 


FEDERAL BUREAU OF rvasticaT® 


L-40 


UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


RECORDED - 
3=26~46 


Re: URUGUAYAN DIPLOMATIC CODE 


Examination requested by: Bureau (WFO) 
Date of reference communication: Intercept 
Examination requested: Crypt. 


Result of Examination: 


3~26=16 
- any BAN ant 
LABORATORY FILE COPY 


File ¢ 65=54414 
Lab. # CR1LOO32-GG 


Date received: 3=22=46 
ms 


Examination by: Loyman 
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; ; Specimens submitted for examination 


RY 


Qcl9 Photostatic copy of one message aders[o 
intercepted on February 19, 1946. 


/ | | 


. : & g L-40 | 
; FEDERAL BUREAU OF INVESTIGAT 
: UNITED STATES DEPARTMENT OF JUSTICE 
Laboratory Work Sheet 
RECORDED 
3-28-16 LABORATORY FILE COPY 
Re: URUGUAYAN DIPLOMATIC CODE File # 65=54414 


Lab. # CR1LOO50-GG 


Examination reyuested by: Bureau (VFO) 


Date of reference communication: gs ercept Date received: 3-27-46 
* . ms 

Examination requested: Crypt. 

Result of Examination: Examination by: Lownan 
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Qc20 Photostatic copy of one message addrs[ sd 


intercepted on March 1, 1946, 


L-40 
@ FEDERAL BUREAU OF INVESTI 2. ON 
UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


RECORDED 

egore -ABORATORY Fike Copy 
Re: URUGUAYAN DIPLOMATIC CODE File # 65~54414 

Lab. #  CR1OO75-&8 GG 

Examination reyuested by: Bureau (WFO) 
Date of reference communication: eae Date received: 3-29-46 
Examination requested; Crypt. = 
Result of Examination: Examination by: Lowman 


ey aaa | Wve 


Adaened fu hat C+ C fer . are 


Specimens submitted for examination 
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Qc23, Photostatic copy of one message addressed:[ | 


intercepted on March 6, 1946. 


L-40 
@ FEDERAL BUREAU OF ryvestrcaT 
UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 
ui kia aeons LABORATORY FILE COPY 


RECORDED 
42-46 


Re: URUGUAYAN DIPLOMATIC CODE File # 65=54414 
Lab. # CR1LO063-GG 


Examination reyuested by: Bureau (WFO) 


Date of reference communication; Intercepts Date received: 3~2g—046 
ms 
Examination requested: Crypt. 


Result of Examination: Examination by; Lowman 
2 : Cant 
: ¢/2/46 
wi Lfaen etione 
b7E 
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Specimens submitted for examination 


Qc21 Photostatic copy of one radiogram adar:[ 
intercepted on March 2, 1946. 

Qc22 Photostatic copy of one message aaarsf 
intercepted on March 2, 1946. 
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Office Meme eae ° UNITE © , GOVERNMENT  ' 
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TO  : MR. HARBD, och 1611 pate: 6/3/46 
fu 
jp") prom : ¢. F. Dofr4n; 
a : : : d 
susject: Oppreau souRCE 43 - URUGUAYAN Lip.) er os it Rosen 
et = Secmeetcteciemremntr 6 
. » ur 
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Attached is Source 3 material originating-in the Washington 


; Field Office. It_is noted that this material became readable through iss Beane————— 
analysis in the Laboratory. Bae. 
In addition to the attached, message B2119 of ae Rhy rue) & : 
transmitted from is a. 
being attached since it appears in Bureau file 
Attachment - 1 ; . - ‘ 
ai oe b 
i eit, awit * Tod at ; 
Ch: EB aS ae te 
65-5A41A gh gO 
i ae at 5 
i P : eho o 


— W) 
50 Jit ih ie 


¢ BS #3 ~ URUGUAYAN @ "Le Bhs 


es 
FROM TO 
302414 


TRANSLATION: 


NOTE: UNDERLINED PORTION UNCERTAIN. 


Ga. S#EIY-G 


contained in the above message 18 to be disseminated 4 
it 1s suggested that it be suitably paraphrased in 


e source of this information 


If the intelligence 
outside the Bureau, 
order to protect th 


STANDARD FORM NO. 64 
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%, “ 
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offi Memorandum ¢ UNITED Si GOVERNMENT | 
‘ ni 
\ 
i TO f : BR. HARBO, Room ‘7641 Rte DATE: 6/7/46 

} j Mr. Totson HH 
oa M : R am hen far j 
| ieee : '} C. Pe Dormmirt D t ; : 2 ste il 
~”" supyect: BUREAU SOURCE #3 crvotianf () ERE | 

: « \fe Nor oben ries 
| ‘ s i, Sonn — =~ 
. is, Carson bl 

Reference is made to my memorandum of June 3, 1946 reporting is. seen 

. two! messages in connection with the above matter which became readable Mr, Quinn TES 
thrpugh analysis in the Laboratory. In this regard, a considerable * ae Hanes ( 
portion of the ccde book has been reconstructed end, therefore, it will He ay i 
be possible to read more and more messages if greater coverage of ee SE Lae! i 
traffic is obtained. Be age 


t s. 


A review of the traffic received from the Washington Field office. 

i. shows that during the last five mmths! period, only thirty~six messages i Ke 
were received in the Laboratory, although the message numbers indicate that 

at least fifty-three were sent. The last eas received was dated May 1, i 


1946. ooe™. {hi 7 PAGS de i 


pe 


. ! It is suggested that the sOciini ty 1 Din sete may “wis to advise the 
) era aa Field office of the abpye si tuscti olin’ ‘telzar ~ LO Crea \ q 
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‘Oyler - (h. el ro ‘ ee 
oo O5-54414 a ne ay ‘Sy at. ye i 
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Office Memorandum + onrrep staves GOVERNMENT 


TO : MR. HARBO, ROOMY764 DATE: July 18,1946 
rt 


» Lam 
FROM : C. F. DOW f tony Ur. coftey—— Ve 
_t ur AZ 


- i Mr. Nicho. 1bH7E 
SUBJECT: BUREAU SOURCE #3 4 URUGUAYAN . irl tree 


Attached is Source #3 material originating in the Washington Field ist tenion 
Office. Mrs Quinn Tanm 


Miss Gandy” 


This message was read through the use of a commercial code book, 
the ABG Telegraphic Code, 6th edition. 


It is noted that a plain text message sent fro 
advised that Washington had_no code to decode this message. A plain text 
message was then sent from followed by a service - » 4 
message stating that the text o. e plain language message is the same as that 
of the coded message. 7 ; wt 
Although the address differs from that of ordinary diplomatic traffic, 
this message was sent as a government cable. 


The.service messages and the plain language message are attached. It is 
noted that the Plain language message differs eee from the text_of the 


coded message. Ye 
f tha YU [- 


Attachnents- 4(305357) 2. an 
) fei 
“Gunepus PM” te Cis 
65-5444 “ % 
\s - . <a 
~ oA . 2 
a LF 


wet xv aaa ‘ Qe 
"5 i JUL 3 1 1946" 
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L-5la 
BS/3 ~ URUGUAYAN ae 
June 25, 1946 7305357 
at TO 
TRANSLATION: 
LUX 
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If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information 
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Form Gov-8 
PRINTED IN U.S A 


OUTGOING SERVICE 


Svc | AGE 


(A) 6/26/46 


BQ TO UA 


RE OUR USG FM WIENRADIO 34 26 1715 UNRRA UASIIN DQ 878 SRLNR IS 411 
RPT 411 


- 


1K729/27 


—— 


-_ + r 


MACKAY RADIO & TELEGRAPH C~“SPANY (Inc.) DELIVERY RECEIPT 


Ne 


ae ae. 
No. 


&K729/27 


To ne sth eee vn ae Nem et 


URUGUAY EMBASSY 
ROOM 303 


Address 


a 
1025 CONN ‘ave f vy 


Signature ae, ae So 


LU 


x 


b7E 


I WN-7kM-mmG 


\ackay 


SUBSIDIARY OF 


AMERICAN CABLE £& RADIO CORPORATION 


a 
: ft Largest American owned international telegraph sys- ; 
TO TELEPHONE A MESSAGE | tem providing worldwide service by cable and radio, TO OBTAIN OUR FAST AND 
OR CALL A MESSENGER g aii 


AND \ ACCURATE SERVICE SENDER 
FOR CABLE AND RADIO Com: ercial Mackay MUST MARK MESSAGES 
INFORMATION Cables Radio ga | a 
CALL: ADams.-9000 Via Mackay Radio 


Al America Gables and Radio 


C.. 
8 DUBSNT CIRCLE, N.w. 
WASHINGTON. D.c. 


THE FOLLOWING MESSAGE Was RECEIVED - 


“VIA MACKAY RADIO” 


2 
WKALSO/5TH - bTE 
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Office Menienion * UNITED STATES GOVERNMENT 


| 6 : MR. HAREO 7641 pate: July 18, 1946 
Mr. Tolson 
FROM: we F. Down{ng }) 3 723 . 
SUBJECT: BUREAU SOURCE #3 


BEVBAG BR RHE 
TOO ot DI oO 
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2OBROGD ed Oe > 
Fs ) 
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Attached is Source #3 material originating in the Washington Field ir. Penning 
Office. ir. 162se 
Yiss seahm aro 


Yiss Gandy” 


———— 


These messages were enciphered by means of a system just reconstructed in 
the Laboratory. The system is composed of digits which are substituted for the 
letters or digraphs of the message, and further enciphered by the use of 
additives, as described in the attached sheets. 


' Yhe Laboratory has on hand five ot i i which can be 
read. These messages were sent SS ae ae May 6, 
1943 and January 29, 1946. Translations are not being furnished at this time 
in the absence of a request from the Security Division, since the messages are 


over 90 days old. 


The above matter is strictly eenfidentiat and care should be taken to 
protect its source. 


Attachments ~9 (303600, 303130, 302968, 302812, 302539, 302332) 
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BS Mee Us / . 4 


BUREAU SOURCE #3 ~ URUGUAYAN 


EXPLANATION OF MILITARY ENCIPHERMENT SYSTEM 


The messages are enciphered with the attached encipherment 
table. It is to be noted that some groups of the table represent 
digraphs and others represent single letters. To this preliminary 
encipherment, an additive,based on the day of encipherment, is 
applied. Should the day of encipherment be 10 or over, only the 
last digit of the number is used in the derivation of the additive. 
Example: if the message were sent on May 24, CUATRO would be used 
to obtain the additive. The letters of the word CUATRO would be given 
the numerical values assigned to them in the encipherment table. The 
resultant sequence is added tq the preliminary encipherment, giving 
the cipher text which is then transmitted in five digit groups. It 
is to be noted that one carries over in adding, but only within each 
two digit group. 


Decipherment is the reverse of encipherment, 


Example of encipherment: 


~ plain text bIE 
- preliminary cipher equivalents 


Date ~- May 3: [ (indicator placed at beginning of message). 


Numerical values substituted for day of encipherment: 


-~ Day of encipherment 
- repeated additive 


Additives placed beneath preliminary cipher text and aga tion performed 
by carrying over within the two-digit groups. . 


Preliminary C.T. 


Additive 1 
Final C.T. 


text as teenmttteds [OO | 
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NOTE: Values -for 
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/ ENCIPHERMENT TABLE 7 


some groups unimown. 
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BS#3 - URUGUAYAN 
May 24, 1946 #303600 
FROM TO 


TRANSLATION s 


NOTE: UNDERLINED PORTIONS UNCERTAIN. 


ve 
If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information 


BS#3 - URUGUAYAN L-bla 


May 11, 1946 #303130 


TRANSLATION: 
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If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it 1s suggested that it be suitably paraphrased in 
order to protect the source of this information 
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BS#3 - URUGUAYAN L-bla 


May 8, 1946 #302968 


ad, 


TRANSLATION: 


NOTE: UNDERLINED PORTION UNCERTAIN. 


Me 


_ ie 


If the intelligence contained "in the above message 1s to be disseminated 
outside the Bureau, it is suggested that 1t be suitably paraphrased in 
order to protect the source of this information 
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BS#3 - URUGUAYAN 
May 3,-1946 so #302812 


FROM > : TO 


TRANSLATION: 


‘ ; ; enCLOStif iS, ae 

If the intelligence contained in the above message 1s to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to pretegk the source of this information 


BS#3 — URUGUAYAN 


April 26, 1946 
FROM 


TRANSLATION: 


NOTE: UNDERLINED PORTIONS UNCERTAIN. 


#302539 
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BS#3 - URUGUAYAN L-6la b7E 


April 20, 1946 #302332 
14,604,/06 FROM 


TRANSLATION s 


If the intelligence contained in the above message ‘is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information 


* Tageanp FORM NO. 64 S 


_, Office Memorandum ° UNITED STATES GOVERNMENT 


la 
TO : MR. HARBO, OOM 7639 DATE: September "2 1946 
ie mt Be eT 
FROM ©: C. F. DO . HE Softy aa 
° , te (aed «een 
SUBJECT: | BUREAU SOURCE ‘B — URUGUAYAN Sage 
. eee ts on i. GEPnea = 
, Mr. Hendon 
. : Mr. Pennirgton____ 
Attached is Source #3 material originating in the Washington Field fie, Room 
Miss Beahh 


Office. 
Miss Gandy. 


This message became readable through analysis in the Laboratory. 
There are on hand one active message and three inactive messages whic 
aay reported since they appear in Bureau File es 


It is to be noted that there are in the Laboratory one message transmitted 
fron on January 12, 1946, and two transmitted from 
on October 21, 1944. Since these messages are over 90 days 
old, they are not being reported in the absence of a request from the Security 
Division. . va 


This material is eenfidentiel and care should be taken to protect the 
SOUrCe.s - ft d 


Attachment - 1 (310003) 
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BS#3 — URUGUAYAN : 
August 15, 1946 #310003 


#B2183 FROM fe) 


NOTE: UNDERLINED PORTION UNCERTATN. a anti 
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If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information. 


Bi 


ay nk 
/ ; STANDARD FORM NO. 64 . é 


|, Office Mem Mrandurn ¢ UNITED STATES GOVERNMENT 


¢ 
TO 0: BR , ROOM oi ; DATE: 9/20/46. aonuon : 
‘ a Mr. BE. A. Tai C«; 
FROM : Gy Fs DOWNING bed). had a: Yos edY¥- LCA tk, Rare 
bei seyret irs ites HIE 
SUBJECT: ey eee 6 4 URUGUAYAN 1, aa 
" Attached is Source #3 material originating in the Washington Field #* ir. > Fennirgtor—— 


OffL ees ° ; foiey oon 
; Z ‘ g Miss Gandy. 
This message became readable through reconstruction in the Labora~ 


‘tory. 


The Laboratory has on hand three_ot is system which can 
be read. These messages were sent from between May 21 
and June 10, 1946. Translations are not being furnished at this time in the 


absence of a request from the Security Division, since the messages are over 599 


' days old. ge ea 
“ The above matter is strictly eenfidentialand care should be taken to 
‘protect its source. ea 7 
> ; ~ hun 9 es ott ne 
Ne Bis : 7 (GZ dat ‘ fos . 
ttachment - 1 (312059) hs “Upc 
i ies i bias >» Bt “oer fac RT, 
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65-5444 ae =e ‘a/ spi 


ow *~, 


® e 


BS#3 - URUGUAYAN 


September 7, 1946 #312059 


#B2208 - 7 
TRANSLATION 3 


NOTE: UNDERLINED WORDS UNCERTAIN. 


If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 


order to protect the source of this information. 
Swe. Watt 


ws | 
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ae Office Memorandum * UNITED STATES GOVERNMENT 


/ \ a 
TO : MR. HARBO, bt te DATE: October 2, 1946 


Mr. Tolson 
FROM: C.. F. 4, y) , Gud Mrs B.A. 
SUBJECT: “BUREAU SOURCE #34" URUGUAYAN 


Attached is Source #5 material originating in the following 
office: Washington Field. 


KLORD ED Co54¢Gy i—_ fe 2) 
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Attachment - 1 (312345) 


¥ L-6la 


° b 
@ B. S. /3-URUGUAYAN q ie 


SEPTEMBER 11, 1946 #312345 


{B-1623 
TRANSLATION : 


NOTE: UNDERLINED PORTIONS UNCERTAIN. 
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If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information. 


““ STANDARD FORM NO. 64 


& @ ae 
Office Memorandum * UNITED STATES GOVERNMENT 


is 
iy TO : MR. ee een DATE: October 14, 1946 


Mr. Tolson. = 

FROM : Cc. F. Downi Ea 
O URE ho 
SUBJECT: BUREAU SOURCE #3 - “URUGUAYAN : 


Attached is Source #3 material originating in the following 
office: Washington Field. 


Miss Gandy 
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Attachment - 1 (3131 
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65=54414 os aot i6 sisi 
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BS#3 - URUGUAYAN oe pm 
September 20, 1946 #313144 
No Number’ FROM 


TO 
INSPECTOR GENERAL GET } NA, 
TRANSLATION: 


NOTE: UNDERLINED PORTIONS UNCERTAIN. 


If the intelligence contained in the above message is to be disseminated 


outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information. 
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( Office Memorandum ¢ UNITED STATES GOVERNMENT 


To +; MR. HARBO, vA 7641 (um 


FROM - : Cc. F. Downi 


om pom anno , 


SUBJECT: BUREAU SOURCE #3/- URUGUAYAN 


Attached is Source #3 material originating in the following 


office: Washington Field. 


Attachment - 1 (313543) 


Tus 
CML3DMS 2° 
65=54414 \ 


Fas ~H9 


B3NOV 4 140 


DATE: 


RECORDED 


October 29, 1946 


x -_ 
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ur. Tolson, 


wr. BE A. Tamm, =. 
ig 


—E/ 
ad. aes 
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Miss Gandy’ Pa 


Co- EU) vf 


@ BS#3 ~ URUGUAYAN 
September 26, 1946 


#R2222 FROM TO 
TRANSLATION s 


If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the sourcé of this information. 
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Office Memorandum + untrrep statEs GOVERNMENT 


TO : MR. HARBO, Room 7639 fC DATE: November 13, 1946 
‘ ae Tolson 
B.A. Ta 
FROM : C. F. Dowming E es | 
0 D WfHens Jee = — | 
SUBJECT: BUREAU SOURCE #3 fF URUGUAY, eet o | 
? ‘ ur, Carson id, (Petes ‘ 
ve Garage — \ 


‘ * ur, Quinn Tanz 


Miss Beahit 
Miss Gandy. 


" Attached is Source #3 material originating in the Washington Field 
office. 


. The Laboratory has_on hand five other messages which are readable. These 
messages were sent ae ear a between August 15 and 


September 25, 1946. Translations are not being furnished at this time since they 
appear as tle _ 


The above matter is strictly eenfidential and care should ue taken es 


protect its source. ; : 
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BS#3 ~ URUGUAYAN i 
October 16, 1946 #315392 
No Number He 
TRANSLATION: 
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If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information. 
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Office Meraonandaens ¢ UNITED STATES GOVERNMENT “ - 
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"TO : MR. HARBO,” Room 7639 DATE: December 5, t946 
; Tolson 
, in E. A, Tamm, 
FROM; 6 F. Domi.  —— 
bon. brs. fe i ae 
ry o- ra Mr. Rosen. 
susyecr: Surman source # raRotan | L YO. E=— 
« Gurnea 


Attached is Bureau Source #3 1 material originating in the Washingtonii.@. 
Field Office. ibe Seaka———— 


~ 


The Laboratory has on hand seven_other messages in this system which 
can be read. These messages were sent] ete 


February 2 and October 12, 1946. Translations are not being furnished at this 


time in the absence of_a request from the Security Division, since four messages 
appear in Buresa File|_ dad the other 


messages are over ninety days old. 


Attachment - 1 (312227), . L, 
ee-USCICC (Attachment only) - thetons 20) f S° - bY Va / ip — / 
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URUGUAYAN . 
September 10, 1946 #312227 
#B1620 FROMM TO 


TRANSLATION: 
REFERENCE B2206. 


NOTE: UNDERLINED WORD UNCERTAIN. 


If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information. 
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* STANDARD FORM NO, 64 


Office a ae > UNITED STATES GOVERNMENT | 


TO : MR. HARBO - we 7639 it a DATE: January 16, 
ee 


FROM : (C, FB, a ae TM, 


SUBJECT: BUREAU SOURCE 43 URUGUAYAN i“ 
i eenaretaatcianeaemnigainanesneeh tony 


; Mr. Pe 
In connection with the above-captioned matter, it is pointed foie, Room 
Bie that during the month of November, 1946, eight messages transmitted tie Sig 
b7E 


were made available to the Laboratory by the Washington Field Division. 
These messages represent 56% of the total number sent between these 
two points during this period. 


The above is being made a matter of record for the information 
of the Security Division and any action deemed advisable. 
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Office Memorandum ° UNITED STATES GOVERNMENT 


ao MRS wh on 7639 DATE: March 15, 1947 
FROM +: ¢, F. DOWNING ear, , esate 
SUBJECT: () puREAU SOURCE #3 - URUGUAYAN ; 
; 
; Attached is Source #3 material originating in the Following 2 ir. petnangeon——— 
office: Viashington Field. é ae Koor, 


x iss iene 


cc-USCICC (Attachment only) 
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URUGUAYAN 


February 20, 1947 
#2313 321004 


FROM: TO: 


TRANSLATION: 
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f the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it;be suitably Darou nect in 
order to protect the source of this informations 
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STANDARD FORM NO. 64 ) @ Ce 
[ Office Memorandum ¢ UNITED STATES GOVERNMENT 


wr. Tolson 


FROM : GC. F. Downing? wy eso —s 
5 UAW HS 
‘SUBJECT: BUREAU SOURCE #3 | URUGUAYAN ; e pA 


4 
To MR. HARBO, Room 7641 eit b- DATE: February 15, 1947 


ir. @ 
Attached is Source #3 material originating in the following ie Pennangtoa——— 
office: Washington Field. fetes Reon on _—_———— 


¥ tos Sea i 
Miss Gendy_—___— 
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URUGUAYAN 
JANUARY 21, 1947 320061 


FROus TOs 


TRANSLATION: 


If the intelligence contained in the above message is to be disseminated 
outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information. 
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i! FROM Chae, pam! 7 —COnFIDENTEAE— 

UBJECT: : 

SUBJECT: "BUREAU SOURCE’ - URUGUAYAN de Ee 
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Attached is Source #3 material originating in the following 
office: washington Field. 


ee-USCICG (Attachment only) 
RECORDED f Of - — j oof = Sf rtf - A 


A = Ms 
ttachment - 1 (321235) ai 32 a 


“vrs 


C::2B G3 Ne Pate 
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Yr. Pennington 
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Miss Beabm 
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wat 
| March 20, 1947 
_ £62343 (B2343?) 
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TRANSLATION: . ; 
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UOTE: WORDS IN PARENTHESSS INSERTED BY TRANSLATOR, ; . 


ENCLos - anne 
1 URE bi & of | -” 4h "at ‘ 
If the intelligence contained in the above message 18 to be. ‘disseminate I a ° 


outside the Bureau, 1t ig suggested that 1t be suitably paraphrased in o 
order to protect the source of this information. us 
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BUREAU SOURCE #3 - URUGUAYAN 
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SUBJECT: 
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office: Washington Field. 
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yy Attachment - 1(322004) 

. CC: USCIcce (Attachment only) 
CML: JCW 
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Yer FY 


Attached is Source #3 material originating in the following 


e 


UNITED STATES GOVERNMENT 


DATE: May 21, 1947 


ur, Tolson 
Mere Be As 


trl xarbo 
Mr. Hendoti 


Ay. Pennington 
kr. Quinn Tammy 
Tele. oom, 


pahe” NCOSS 
Miss Beahin 
Miss Gendy’ 


OS- SY. 


RECORDER o. 7 “ 
- Pr a ae 
EX-34 May 27 iga7 
i 4 
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URUGUAYAN 
April 30, 1947 = TO # 322004 
#B2359 
TRANSLATION: 


a) 


NOTE: WORDS IN PARENTHESES INSERTED BY TRANSLATOR. 


If the intelligence contained in the above message is to be disseminated 


bT7E 


outside the Bureau, it is suggested that it be suitably paraphrased in 
order to protect the source of this information. 
ae : , a | 
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STNDARD FORM NO. 64 


'< Office Mem®ndum + oxvren 
TO; MR. HARBO, ROOM reo 


FROM : C. Fe. DOWNIN 


O 
SUBJECT: BUREAU SOURCE #3 ~ URUGUAYAN 


In accordance with my memorandum dated June 19, 1947 under the iiss conay 
caption, "Cryptanalysis; F. B. I. Allocation", 
being closed in the Laboratory. 


Three envelopes cmtaining approximately 
the period from February 24, 1943 to May 29, 1947, 


DATE: 


the above~-entitled case is 


Lee reer acpovertng 


message Logs and worksheets 


oe GOVERNMENT 


June 21, 1947 


Mr. Tolson 
« Es Ae 


Hf 


¥ “38 Beahi 


on partially reconstructed messages are being transferred to the Records Section 


for storage on the eighth floor. 


i 


vy 


The monthly technical summaries and analysis record sheets on this 


case are attached hereto. 


Attachment 
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MONTPLY TECHNICAL SU:MARY 
BUREAU SOURCE 3 - URUGUAYAN 
FILE 65-54414 

MAY, 1947 


CRYPTANALYSIS P&R“ORMED ¢ 


None, 


CRYPTANALYSIS CONTEMPLABED : 


None. 


Christine M. Lorman 
May 29, 1947 


ENCLOsun¢ 


6b $-S4# 4° vad 


HONESTY PIOSITGAL SIT” ARY 
BUREAU SOURCE 3 — URUGUAVAT 
FILE 65-54414 

April, 1947 


CRYPTAMALYSIS FPEREORMED: 


No analysis was »nerformed on this case in the absence of receipt 
of sufficient traffic. 


CRYPTATALYSIS O°. TR" PLATED: 


The probahle word method of attack will be used, if a sufficient ' 
volume of traffic is received. . 


Christine M. Lowman . j 
May 1] 1947 


MONTHLY TSCHNICAL SUHMARY 
BURZAU SOURCH 3 — URUGUAYAN 
FILE 65-54414 

MARCH, 1947 


CRYPTANALYSIS PERFOR ED: 


No work was done on this case, in the absence of receipt 
of sufficient traffic. 


CRYPTA™ALYSIS CONTEMPLATED: 


The probable word method of attack will be used, if a 
Suffieient volume of traffic is received. 


Christine M. Lowman 
’ March 31, 1947 


e® eo? 


MONTHLY TECHNICAL SUMMARY 
BUREAU SOURCE 3 - URUGUAYAN 
FILE 65=54414 

FEBRUARY, 1947 


CRYPTANALYSIS PERFORMED: 


No work done on this case, in the absence of receipt of 
suffieient traifice 


CRYPTANALYSIS CONTEMPLATED : 


The probable word method of attack will be used, if sufficient 
traffic is veceived. 


Christine M. Lowman 
2-68 —L7 


a a 


MONTHLY TECHNICAL SUMMARY 
BUREAU SOURCE 3 - URUGUAYAN 
FILE 65254414 

JANUARY, 1947 


"CRYPTANALYSIS PERFORMED: 


Four letter code (one part) ----- 20 groups were added to the 
code book under reconstruction, bringing the total number of groups 
to 4161. 


These groups were reconstructed by means of the probable word 
method. Tentative group values were assigned to the most frequent groups 
in one message and checked against the same groups in other messages to 
determine their correctness. 


CRYPTANALYSIS CONTEMPLATEDs 


The same method of attack will be contimed, if additional 
messages are received, 


Christine M. Lowman 
Duo Ben? 
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MONTHLY TECHNICAL SUMMARY 
BUREAU SOTRCE 3 ~ URUGUAYAN 
PILE 65-54414 . 
DECEMBER, 1946 _ 


CRYPTANALYSIS PERFORMED: 


Four Letter code (one part) -~-~-- 83 groups were added to the code 
book under reconstruction, bringing the total number of grouns to 4141. 


These groups were reconstructed by means of the probable word 
method. Tentative Zroup values were assigned to the most frequent grouns 


in one message and checked against the same groups in other messages to 
determine tneir cotr&ctness. 


CRYPTANALYSIS CONTEMPLATED: 


The same method of attack will be continued 


Ghristine M. Lowman 
12-31-46 


ee 
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MONTHLY TROHNICAL SUMMARY 
BUREAU SOURCE 3 ~ URUGUAYAN 
FILE 65-54414 

NOVEMBER, 1946 


CRYPTANALYSIS PSRFORMED: 


Four letter code (one part) ~---— 276 groups were added to the 
code book under reconstruction, bringing the total number of groups to 


4058. 


These grouns were reconstructed by means of the probable word 
method. Tentative group values were assigned to the most frequent groups 
in one message and checked against the same groups in other messages to 
determine their correctness. 


CRYPTANALYSIS CONTEMPLATED: 


The probable word méthod of attack will be continued. 


ChrisSine M. Lowman 
1129-46 
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MONTHLY TECHNICAL SUMMARY 
BUREAU SOURCE 3 ~ URUGUAYAN 
FILE 6554414 

OCTOBER, 1946 


CRYPTANALYSIS PERFORMED: 


Four letter code (one part) --- 143 groups were added to the 
code book under reconstruction, bringing the total number of groups to 
3772.6 : 


These groups were reconstructed by means of the probable word 
method. Tentative group values were assigned to the most frequent groups 
in one message and checked against the same groups in other messages to 
determine their correctness. 


CRYPRANALYSIS CONTEMPLATED: 


The probablé work method of attack will be continued, 


Christine M, Lowman 
10-31-46 
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MONTHLY TECHNICAL SUMMARY 
BUREAU SOURCE 3 ~ URUGUAYAN 
FULE 65-54414 

SEPTEMBER, 1946 


CRYPTANALYSIS PERFORMED $ 


Four-letter code (one part) ~-—- 346 groups were added to the 
code book under reconstruction, bringing the total number of groups to 
3629. 


These groups were reconstructed by means of the probable word 
method, Tentative group values were assigned to the most frequent 
groups in one message and checked against the same groups in other 
messages to determine their correctness, Cy 


CRYPTANALYSIS CONTEMPLATED: 


The probable word method of attack will be continued. 


Christine M, Lowman 
- 9m 80-46 
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MONTHLY TECHNICAL SUMMARY 
BUREAU SOURCE 3 = URUGUAYAN 
PILD 65~-54414 

AUGUST, 1946 


CRYPEANALYSIS PRRFORMED: 


Four-Letter code (one part) ---~ 332 groups were added to the code book 
under reconstruction, bringing the total number of groups to 3283, 


These groups were reconstructed by means of the probable word method. 
Tentative group values were assigned to the most frequent groups in one 
message and checked against the same grouvs in other messages to determine 
their correctness. 


CRYPTANALYSIS CONTEMPLATED: 


The probable word method of attack will be continued. 


Christine M, Lowman 
Be 5 Ome 4G 
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MONTHLY TECHNICAL SUMMARY 
BUREAU SOURCE 3 - URUGUAYAN 
FILE 6554414 

JULY, 1946 


CRYPTANALYSIS PERV ORMED: 


1. 4-letter code (one part) -~-~- 102 groups were added to the code 
book under reconstruction, tringing the total number of groups to 2951, 


These grouvs were reconstructed by means of the probable word 
method, Tentative group values were assigned to the most frequent 
groups in one message and checked against thé same groups in other 
messages to determine their correctness. 


2 Military substitution cipher -.-~ the encipherment table,,. 
consisting of digraphic and single letter values was reconstiucted. 


One long message, Orypt No. 302539, which was transmitted on 
April 26, 1946, was used as a basis for the study. A tri-digit 
frequency count was made and all repetitions marked. The repetitions 
occurred at intervals of 8 or multiples of 8, When written out in 
sections of four 2-digit groups each, the first and fourth columns 
anpeared to be similarly enciphered, An additive was used on the second 
and third lines in an attempt to get them back into the same encipherment 
as the first and fourth columns. Trying this procedure on the remaining 
messages, it was discovered that the additive depended on the day of 
enciphernent, which day was given at the beginning of every message in 
plain text. The message sent on April 26, and preceded by the plain text 
“Abril veintiseis", was found to have used 00519200 as a repeated 
additive. The value § was given to cipher 00, E to 51, I to 92, Arter 
inserting these values, and those derived from additives based on other 
days, probable words were guessed, and it was then found that the 
encipherment table used digraphs as well as single letter values, so that 
the frequency of vowels was greatly decreased, Copies of the encipherment 
and deciphermeht tables have been placed in the GeK file. 


CRYPTANALYSIS CONTEMPLATED: 


. l. 4-letter code (one part) ---- the probable word méthod of attack 


J 


( 


¢ Sf 


will be continued. Tentative values will be assigned the most frequent 
groups and these values will be checked against the same groups of 
other messages. 


2 *ilitary substitution cipher ---. any future messages received 
will be deciphered by means of the encipherment table reconstructed. 


Christine M, Lowman 
7m B12 46 
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MONTHLY TECHNICAL SUMMARY 
BUREAU SOURCE #3 ~ URUGUAYAN 
#65—~54414 
JUNE, 1946 


CRYPTANALYSIS PERFORMED: 


2011 groups were added to the code book under reconstruction, 
bringing the total number of groups to 2849. 


During the month, two messages were reported which had been 
previously reported as no decodes. These messares became readable 
using the partially refonstructed code book. 


A preliminary study of the seven military messages was made. 
These messages appear to ce a digit cipher but this has not been 
proved since there is such a limited amount of material with which to 
work. 


CRYPTANALYSIS CONTEMPL,TED: 


Using the frequency count of messages available, the probable 
word method of attack will be continued. 


When time permits, the military messages will be studied further 
in an attempt to-determine whether or not they are a digit cipher, and if 
so, to determine if an additive is being used. 


Christine M. Lownan 
6~28=46 


MONTHLY TECHNICAL Su. MARY 
BRUGEALAN-GROGP Bavcan Souvee FA3 - Lrg Te oe 
65-5 Lh: l 
MAY, 1946 


CRYPTANALYSIS PERFORMED: 


With the aid of[_—————sRngish plain text for 

messages BIA88, B1499, BL501, BL510, Bl515 transmitted 
and message B2100 it 

was possible to reconstruct 838 groups of the code book used. The 
code book used is a one~part code with a maximum of 51,948 groups 
and contains a rather large supplement. 234 groups of the code bhok 
proper have been reconstructed, as well as 115 groups in the syllabary, 
loo numbers (fror: 1 to 100), 365 groups giving the days of the year, 
13 groups designating places, § grouns giving proper nouns and 3 
punetuation groups. 


CRYPTANALYSIS CONTE.APLATED: 


The probable word method using frequencies wil be contmnued. 


Christine M. Lowman t 
5= 31-16 Ce 
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MONTHLY TECHNICAL SUMMARY 
April, 1946 

URUGUAYAN DIPLOMATIC GROUP 
File - 65-5441 


CRYPTANALYS{S PERFORMED: 


The frequency count of groups was studied in order to determine the 
maximum size of the code book used. From this study, it was noteds: 

le each group contains two consonants and two vowels, but in no 
specific order. 

2. all letters except Q and Z have been used as beginning letters 
of groups. 

3e all letters except Q have been used in the second position of 
the groups. 

4, all Letters have been used in the third position. 

5. all letters except Q were used in the fourth position. 


(Inasmuch as the Q is used only once in the third position, this 
instance may be due to a garble, but there is not enough material on hand 
to determine whether or not bhis is the case, so this letter is being 
included in the computation of the number of code groups.) 


The arrangement of the gzrovrs and the computation of the number of 
possible grouvs is as follows! 

Le vec-vec = 6x19x6x19 = 12,996 groups 

2. vec~c-v = 6x19x20x6 = 13,630 u 

3. cevevec =18x6x6x19 = 12,312 u 


WU, cavecev =18x6x20x6 =_12,960 ii 
51,948 maximum number of code grouns 


ton 


” 


P iles| ana #65-5L4414 were reviewed in order to find out if 
a technical surveillance had been placed on the Embassy but no record 
was found of such a surveillance. 


On April 25, 1946, this case was assigned a B-C priority by the 
Security Divisione 
CRYPTANALYSIS CONTEMPLATED: 


The probablg word attack will be used when more traffic is available, 


CG. M. Lowman 
4a 30-6 p 


b7E 


= e 


MONTHLY TECHNICAL SUMIL:RY 
March, 1946 
URUGUAYAN DIPLOMATIC GROUP 


File — 65~54414 


CRYPTANALYSIS PE ‘FORMED: 


The total number of messages now available for analysis is 24, of 
which 22 are in the same system, Frequency counts have been made of 
each of these mess..ges and the groups used are being arranged in 
alphabetical order so that they may be studied in connection with the 
probable word methed of attack. 


The fir:t group of each message now gives the message number unenciphered, 
thus seeming to prove that the first group of messages Qcl, 2, 5, 6, are 
indicator groups which have been enciphered. These 2,roups are always begun 
by the letter B and it is noted thit the present messege numbers are preceded 
by the letter B. 


CRYPTANALYSIS CONTEMPLATED s 


When 2 larger volume of traffic is obtained, the frequency counts 
will be studied nd efforts will be made to guess prob .ble words for the 
most fre uently used groups, snd those groups which are found as repexted 
beginnings of messages. Embassy and Consulate files will be checked to 
determine if any technical surveillances huve been conducted in this case. 


° 


CG. M. Lowman 


3-29-46 
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wONTHLY TeCHNIC::L SULLIARY 
February, 1946 
URUGUAH4N DIPLO_.:.TIC GROUP 


File - 65-54414 


CRePTALALVOIS PuRPOR. ED: 


Six additional messages, Q@c2 through Qc7, have been 
received in the Laboratory. Frecuency counts of these 
nessa,es reveal many four-letter repetitions identical with 


those_of mess: ge Ocl_ as well as trose of ressages transmitted 
from and from A frequency b7E 


count of tie grouns of all these mesvages -as been made, and 

it is noted tuat all tre letters of the alnhabet excent 9 and Z@ 
are used for begi:ning Letters of the grouns. These grouns 
always contain two vowels and two consonants, although the 

order is not alvays constant. Having reviewed some of the plain 
text messages which are available to the Laboratory, and noting 
the numvering of these mess.ges, it is believed that the first 
group of the present traffic is an indicator group indicating 
the messuge number. The present volune of traffic is still 

too omall to determine if this assumption is correst. 


The four-letter code books available to the Laboravory 
have peen used to sse if any of these !:-essages are decodable, 
but tuis attempt has met with negative results. 


CRYPTANALYSIS CON 2S uPLaTisD: 


As auditional messages are received, they will ve studied 
and an effort will be made to determine what type of code book 
is being used. 


Christine M. Lowman 
2-28646 


MONTHLY THCHNT CAL SUMMARY 
January, 1946 
URUGUAYAN DIPLOMATIC GROUP 


File «= 65=5u4 4 


CRYPTANALYSIS PERFORMED 


One message, Qcl, has been recéived since this case was re-opened, ‘The 
nessége is transmitted in five-letter groups. A triliteral frequency count 
was made &nd 4811 the repetitions marked, It was noted that all the 
repetitions occur in foursletter groups, and it is believed that a four 
letter code is being used, although the traffic is transmitted in groups of 
£ letters. Qcl was compared with six messages sent fro | 

[foaring the period from October 20, 1944 to June 9, 1945 and four messages 
sent from during the period from October 31, 1944 to 

June 12, 1945. iliteral frequency counts of these mess@ges revealed 
repetitions of four letters, such 8s were found in message Qcl. Inasmuch 

as repetitions are noted between message Qcl and these messages just mentioned, 
it is possible that the same encipherment system is being used, In some of 
these messages one or two five letter groups precede the message proper and 
these are believed to represent indicator groups. The function of these 
groups is undetermined as yete . 


For background information, a preliminary study has been made of traffic 
transmitted during 1943, These messages are made up of plain text, variable 
length digit groups and what appear to be four-letter code words. "Revetitions 
of the supposedly four-letter code words are very numerous and also many 
repetitions are found in the digit grouns. b7E 


CRYPTANALYSIS CONTEMPLATED: 


The four letter groups of message Qcl and of those meszages sent ; 
between[ —SSSCSCS™SC=édiBLL. DE: - Searched through the code books available 
to the Laboratory in an effort to determine if any of the books on hand 
have been uéed for enciphering these messages, 


An effort will be made to determine if the traffic sent during 194% 
may be the same type of traffic but transmitted in a different manner, 


pP 
Christine M. Lowman 
1-31-16 


